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Introductions

• Your presenters
• Gate 15
• RE-ISAC
• CCWG
• ISACs, ISAOs, and info sharing



Andy Jabbour

• Co-founder and Managing Director of The Gate 15 
Company and founder of Faith-Based Information Sharing 
& Analysis Organization (FB-ISAO) and the Cannabis ISAO.

• Andy has served as the Managing Director and lead 
analyst for RE-ISAC since 2012.

• He serves on the InfraGardNCR Board and is a member of 
the International Association of Venue Managers Venue 
Safety & Security Committee and as faculty for IAVM’s 
Academy for Venue Safety & Security. 

• Andy is an Army veteran with deployments to Kosovo, 
Iraq, and Afghanistan. He has previously supported the 
DHS, DOD, NRC, USACE and other USG orgs.



Jennifer Lyn Walker

• Jennifer is a cybersecurity professional with over twenty 
years’ experience supporting critical infrastructure and 
SLTT governments. 

• As Director of Cyber Defense for The Gate 15 Company, 
she analyzes, advises, and consults on cyber threats and 
developing resources and strategies to enhance security 
and resilience for critical infrastructure and vital lifeline 
sectors. 

• She is a key cybersecurity resource for several ISACs, 
including WaterISAC, Tribal-ISAC, and RE-ISAC. Jen is 
experienced in (and passionate for) malware analysis, 
threat assessments, cyber threat intelligence, compliance, 
insider threats, cybersecurity awareness, and industrial 
control system security.



Gate 15

• For-profit, SWaM business, specializing in analysis, preparedness and 
operations.

• Established 2011, operational since 2013.
• Supports a number of ISACs including RE-ISAC, WaterISAC, Health-

ISAC, Auto ISAC, REN-ISAC, Tribal-ISAC, and has spun off two 501c3 
non-profit ISAOs focused on faith and cannabis, and works with 
individual organizations and government entities.



RE-ISAC

• The Real Estate Information Sharing and Analysis Center (RE-ISAC) is 
a public-private partnership between the U.S. Commercial Facilities 
Sector and federal homeland security officials organized by The Real 
Estate Roundtable in Feb 2003.

• NMHC, RER and NAREIT are organizational members of RE-ISAC.
• On an operational basis, the RE-ISAC is managed by The Real Estate 

Roundtable and its Homeland Security Task Force.
• RE-ISAC facilitates the sharing of actionable intelligence, best 

practices and, other information to our members. 



Commercial Facilities Cyber Working Group 
(CCWG)
• The FBI’s National Capital Region chapter of InfraGard (InfraGardNCR), 

in coordination with RE-ISAC, stood up CCWG to support 
cybersecurity and resilience in the Commercial Facilities Sector. 

• CCWG is open to InfraGard members at the intersection of 
information security and facilities. 

• CCWG’s mission is to develop, foster, and facilitate a private-public 
community of cybersecurity-focused professionals in the Commercial 
Facilities Sector to facilitate real-time information about risk, 
governance, emerging threats, best practices.



ISACs, ISAOs & Info Sharing

‘In today’s interconnected world, every second can make 
a difference in either preventing an incident or 

responding to an event that affects the Nation’s critical 
infrastructure. The ability of federal, state, local, tribal, 

territorial, and private sector partners to share accurate 
information quickly is essential to the Nation’s security 

and resilience.’ 

- https://www.cisa.gov/information-sharing-vital-resource 

• Information Sharing and Analysis Centers 
(ISACs)

• Information Sharing and Analysis 
Organizations (ISAOs)



Cybersecurity 
Reporting Legislation

• The first is a law that would require companies in critical 
sectors such as finance, energy and health care to alert the 
Cybersecurity and Infrastructure Security Agency (CISA) 
within three days when they’re hacked. It’s the most 
expansive cyber reporting requirement government has ever 
placed on industry. The Senate passed it last night as part of a 
sweeping $1.5 trillion government funding bill that will soon 
be signed into law by President Biden.

• The second is a new Securities and Exchange 
Commission regulation that sets firmer rules for how and 
when publicly traded companies must disclose significant 
cyber breaches to the public. The SEC is gathering public 
feedback now and could finalize the rule within two months.

https://www.washingtonpost.com/politics/2022/03/02/senate-is-finally-passing-big-cyber-bills/?itid=lk_inline_manual_10
https://www.washingtonpost.com/us-policy/2022/03/09/congress-funding-shutdown-ukraine/?itid=lk_inline_manual_10
https://www.sec.gov/news/statement/gensler-cybersecurity-20220309
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Road to war

• 10 Nov: US reports unusual movement of Russian troops near the borders of Ukraine.

• 28 Nov: Ukraine reported a build up of 92,000 Russian troops.

• 07 Dec: President Biden warned Putin of “strong economic and other measures” if Russia attacks 
Ukraine.

• 17 Dec: Putin proposed limits on NATO's activities in eastern Europe, such as a prohibition on 
Ukraine ever joining NATO, which are rejected.

• 17 Jan: Russian troops began arriving in Russia's ally Belarus for military exercises.

• 19 Jan: US provides Ukraine $200 million in security aid.

• 24 Jan: NATO put troops on standby.

• 25 Jan: Russian exercises take place in Russia near Ukraine, and Crimea.



Road to war

• 10 Feb: Russia and Belarus began 10 days of military maneuvers.

• 17 Feb: Fighting escalated in separatist regions of eastern Ukraine.

• 21 Feb: President Putin announced that Russia recognized the independence of two breakaway 
regions in eastern Ukraine. 

• 22 Feb: First round of economic sanctions from NATO countries.

• 24 Feb: Shortly before 6:00 am Moscow Time Putin announced that he had made the decision to 
launch a “special military operation” in eastern Ukraine. In his address, claiming there were no 
plans to occupy Ukrainian territory and that he supported the right of the peoples of Ukraine to 
self-determination. Putin also stated that Russia sought the “demilitarization and denazification” 
of Ukraine. Within minutes of Putin's announcement, explosions were reported in Ukraine.
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Threats: Physical

• Indirect threats associated with mass gatherings
• Vandalism
• Potential targeting of tenants
• Russian fomenting of inter-personal tensions

• Anti-Semitism; Russia and the manipulation of faith
• Political / Conspiracy theories
• Racial



Threats: Misinformation

“Beyond its invasion of Ukraine, Moscow presents a serious cyber 
threat, a key space competitor, and one of the most serious foreign 

influence threats to the United States. Using its intelligence services, 
proxies, and wide-ranging influence tools, the Russian government 

seeks to not only pursue its own interests but also to divide Western 
alliances, undermine U.S. global standing, amplify discord inside the 

United States, and influence U.S. voters and decision making.”
- Avril Haines, Director of National Intelligence Congressional Testimony, Annual Threat Assessment 
of the U.S. Intelligence Community, 08 March 2022



Threats: Misinformation

• State media reports false information; reporting events the way they would 
like them to seed their information operations:

• Breakaway regions
• Ukrainian threats
• US bioweapons manufacturing

• On social media, there are  posts “debunking” alleged Ukrainian 
disinformation. These debunking items  themselves are fake and then get 
reported. Causes confusion; manipulates local population and garners 
support.

• Chinese media is increasingly reporting Russian misinfo.





Threats: Cyber

• 13 Jan: "WhisperGate" wiper activity targets Ukrainian organizations, 
including Ukrainian government agencies.

• 23 Feb: Distributed denial-of-service (DDoS) attack on Ukrainian 
organizations, including Ukrainian government agencies. HermeticWiper
malware used to attack Ukrainian organizations.

• 25 Feb: Conti ransomware actors published a series of statements 
regarding their stance in the context of the Russia-Ukraine conflict.

• Ongoing reports of independent attacks against Russia – from cameras to 
government agencies and attacks aimed at Ukrainian citizens



Threats: Cyber

• The number one concern is a direct ransomware attack.

• The secondary concern is ransomware attack on others with 

cascading effects (suppliers, lifelines [more to follow]).

• Other concerns include third party attacks, Zero Day attacks, DDoS, 

wiper attacks, hacktivism, credential harvesting, and other common 

attacks.
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Beyond CRE; critical lifelines & cascading 
effects
• Potential attacks against critical lifelines

• Water
• Power
• Comms/IT
• Vital Services (Transportation, Health, Financial Services, etc.)

• Is your organization prepared for potential disruptions?
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What organizations should be doing now

USG Guidance
• While there are no specific or credible cyber threats to the U.S. 

homeland at this time, Russia’s unprovoked attack on Ukraine, which 
has involved cyber-attacks on Ukrainian government and critical 
infrastructure organizations, may impact organizations both within 
and beyond the region. 

• Every organization—large and small—must be prepared to respond to 
disruptive cyber activity. 



What organizations should be doing now

USG Guidance
• Reduce the likelihood of a damaging cyber intrusion.
• Take steps to quickly detect a potential intrusion.
• Ensure that the organization is prepared to respond if an intrusion 

occurs.
• Maximize the organization's resilience to a destructive cyber incident.



What organizations should be doing now

USG Guidance
• Empower Chief Information Security Officers (CISO).
• Lower Reporting Thresholds.
• Participate in a Test of Response Plans.
• Focus on Continuity.
• Plan for the Worst.



What organizations should be doing now

USG Guidance
• Prepare for a ransomware attack.
• There is abundant government and industry guidance on how to 

prepare for a ransomware attack.



What organizations should be doing now

USG Guidance
• Review recent cybersecurity advisories. 
• Know your networks; especially if you have even a tangential 

relationship with Russia and surrounding countries.
• Know your Cyber Incident Response plan. If you don’t have one, you 

should. 
• Report mis, dis, mal information, a tried-and-true tactic of the Russian 

government, including on your social media.
• In the event of a compromise, call the FBI.



What organizations should be doing now

Industry Coordination
• Sign up for NMHC Cybersecurity Alerts

• https://www.nmhc.org/news/newsletters/cybersecurity-resources/

• Have someone from your organization join the CCWG (today!)
• https://cf.epicplatform.com

• Consider joining RE-ISAC
• https://www.reisac.org/about-the-isac/join

https://www.nmhc.org/news/newsletters/cybersecurity-resources/
https://cf.epicplatform.com/
https://www.reisac.org/about-the-isac/join
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Thank you
Julianne B. Goodfellow

Vice President, Government Affairs, NMHC
jgoodfellow@nmhc.org

Andy Jabbour
Co-founder and Managing Director, The Gate 15 Company

andy@reisac.org or andy@gate15.global

Jennifer Lyn Walker
Director of Cyber Defense, The Gate 15 Company

Jennifer@gate15.global

mailto:jgoodfellow@nmhc.org
mailto:andy@reisac.org
mailto:andy@gate15.global
mailto:Jennifer@gate15.global
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